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1
Decision/action requested

It is proposed to approve the test case given in this pCR.
2
References

NA
3
Rationale

This contribution is proposed to add skeleton for conclusions.
4
Detailed proposal 
*** BEGIN OF CHANGE 1***
5.X
Key Issue #X: Security of W-5GAN

5.X.1
Key issue details

W-5GAN is a wireline AN that connects to 5GC via N2 and N3 reference points. For interworking with 5GC, the W-5GAN may contain a FMIF or FAGF which provides connectivity to the 5G Core. The FMIF will be used by FN-RG only, while the FAGF could be used by a 5G-RG, or even it can be used by a FN-RG.

In case the FAGF is used by a FN-RG, the FAGF will perform registration procedure and PDU session establishment procedure on behalf of the UE according to candidate normative solution #23 in TR 23.716[xx]. According to the solution, the FAGF authenticate the FN-5G using fixed network method. If the authentication is successful, the FAGFwill tell the 5GC that the FN-RG has been authenticated, then the 5GC will skip the authentication procedure and return a constructed SUPI by using the Line ID to the FAGF.
5.X.2
Security threats

If the FAGF is controlled by an attacker, and if the attacker can construct the Registration Request message, it can construct a Registration Request message with a fake Line ID and an indication. The 5GC will think the Line ID is real and give resources to the FAGF. By this way, the FAGF can further establish a PDU session with the 5GC. By this way, the attacker controlled FAGF can obtain a lot of 5GC resources which may further cause a DoS attack. 
5.X.3
Potential security requirements
The 5GC shall define a method to further check whether the Line ID is a real one and has been authenticated by the fixed network. 
*** END OF CHANGE 1***
